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Abst r act

The RI PE dat abase specifications and RPSL define | anguages used as
the basis for representing information in a routing policy system A
repository for routing policy systeminformation is known as a
routing registry. A routing registry provides a neans of exchangi ng
i nformati on needed to address nmany issues of inportance to the
operation of the Internet. The inplenmentation and depl oynment of a
routing policy systemnmust naintain some degree of integrity to be of
any use. The Routing Policy System Security RFC [ 3] addresses the
need to assure integrity of the data by proposing an authentication
and aut horization nodel. This docunent addresses the need to
distribute data over nmultiple repositories and del egate authority for
data subsets to other repositories w thout conpromsing the

aut hori zati on nodel established in Routing Policy System Security
RFC.
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1 Overview

A routing registry nmust maintain some degree of integrity to be of
any use. The IRRis increasingly used for purposes that have a
stronger requirenent for data integrity and security. There is also
a desire to further decentralize the IRR This docunent proposes a
means of decentralizing the routing registry in a way that is
consistent with the usage of the |IRR and which avoi ds conpromi sing
data integrity and security even if the IRRis distributed anong |ess
trusted repositories.

Two net hods of authenticating the routing registry information have
been proposed.

aut hori zation and authenticati on checks on transactions: The
integrity of the routing registry data is insured by repeating
aut hori zati on checks as transactions are processed. As
transactions are flooded each renote registry has the option to
repeat the authorization and authentication checks. This scales
with the total nunber of changes to the registry regardl ess of how
many registries exist. Wen querying, the integrity of the
repository nmust be such that it can be trusted. |If an
organi zation is unwilling to trust any of the available
repositories or mrrors they have the option to run their own
mrror and repeat authorization checks at that mirror site.
Queries can then be directed to a mirror under their own
adm ni stration which presumably can be trusted.

signing routing registry objects: An alternate which appears on the
surface to be attractive is signing the objects thensel ves.
Cl oser exam nation reveals that the approach of signing objects by
itself is flawed and when used in addition to signing transactions
and rechecki ng aut horizations as changes are made adds not hi ng.
In order for an insertion of critical objects such as inetnuns and
routes to be valid, authorization checks nust be nade which all ow
the insertion. The objects on which those authorization checks
are nade nay later change. 1In order to |ater repeat the
aut hori zation checks the state of other objects, possibly in other
repositories would have to be known. |[|f the repository were not
trusted then the change history on the object would have to be
traced back to the object’s insertion. |If the repository were not
trusted, the change history of any object that was depended upon
for authorization would al so have to be rechecked. This trace
back woul d have to go back to the epoch or at |least to a point
where only trusted objects were being relied upon for the
aut hori zations. |If the depth of the search is at all linited,
aut hori zation could be falsified sinply by exceedi ng the search
depth with a chain of authorization references back to falsified
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objects. This would be grossly inefficient. Sinply verifying
that an object is signed provides no assurance that addition of
the object addition was properly authorized.

A mnor distinction is nade between a repository and a mrror. A
repository has responsibility for the initial authorization and

aut henti cation checks for transactions related to its |ocal objects
whi ch are then flooded to adjacent repositories. A mrror receives
flooded transactions fromrenote repositories but is not the

aut horitative source for any objects. Froma protocol standpoint,
repositories and mrrors appear identical in the flooding topol ogy.

Either a repository or a mirror nmay recheck all or a subset of
transactions that are flooded to it. A repository or nmirror nay

el ect not to recheck authorization and authentication on transactions
received froma trusted adjacency on the grounds that the adjacent
repository is trusted and woul d not have fl ooded the information

unl ess authorization and authentication checks had been made.

If it can be arranged that all adjacencies are trusted for a given
mrror, then there is no need to inplenent the code to check

aut hori zati on and authentication. There is only a need to be able to
check the signatures on the flooded transactions of the adjacent
repository. This is an inportant special case because it could allow
arouter to act as a mrror. Only changes to the registry database
woul d be received through flooding, which is a very low volume. Only
the signature of the adjacent mirror or repository would have to be
checked.

2 Data Representation

RPSL provides a conplete description of the contents of a routing
repository [1]. Many RPSL data objects remain unchanged fromthe

RI PE, and RPSL references the RI PE-181 specification as recorded in
RFC-1786 [2]. RPSL provides external data representation. Data may
be stored differently internal to a routing registry. The integrity
of the distributed registry data requires the use of the

aut hori zation and authentication additions to RPSL described in [3].

Some additions to RPSL are needed to locate all of the repositories
after having | ocated one of themand to nake certain paranmeters

sel ectable on a per repository basis readily available. These

addi tions are described in Section 5.

Some form of encapsul ati on nust be used to exchange data. The de-
facto encapsul ati on has been that which the RIPE tools accept, a
plain text file or plain text in the body of an RFC-822 formatted
mai | nmessage with infornation needed for authentication derived from
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the mail headers. Merit has slightly nodified this using the PGP
signed portion of a plain text file or PGP signed portion of the body
of a mail nessage.

The exchange that occurs during flooding differs fromthe initia
submission. |In order to repeat the authorization checks the state of
all repositories containing objects referenced by the authorization
checks needs to be known. To acconplish this a sequence nunber is
associated with each transaction in a repository and the fl ooded
transacti ons nmust contain the sequence number of each repository on
whi ch aut horization of the transacti on depends.

In order to repeat authorization checks it nust be possible to
retrieve back revisions of objects. Howthis is acconplished is a
matter local to the inplementation. One nmethod which is quite sinple
is to keep the traversal data structures to all current objects even
if the state is deleted, keep the sequence nunber that the version of
t he object becane effective and keep back links to prior versions of
the objects. Finding a prior version of an object involves | ooking
back through the references until the sequence nunber of the version
of the object is less than or equal to the sequence nunber being
searched for.

The existing very sinple forns of encapsul ation are adequate for the
initial subm ssion of a database transaction and shoul d be retained
as long as needed for backward conpatibility. A nore robust
encapsul ati on and submi ssion protocol, with optional confirmation is
defined in Section 6.1. An encapsul ation suitable for exchange of
transacti on between repositories is addressed in Section 6. Query
encapsul ati on and protocol is outside the scope of this docunent.

3 Authentication and Authorization

Control rmust be exercised over who can nmake changes and what changes
they can make. The distinction of who vs what separates
aut hentication from aut hori zati on.

0 Authentication is the means to deternine who is attenpting to make
a change

0 Authorization is the determ nation of whether a transaction
passing a specific authentication check is allowed to performa
gi ven operati on.

A subnmitted transaction contains a clainmed identity. Depending on

the type of transaction, the authorization will depend on rel ated
obj ect s.
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The "mt-by", "mt-routes", or "mt-lower" attributes in those

rel ated objects reference "nmintainer" objects. Those maintainer
objects contain "auth" attributes. The auth attributes contain an
aut hori zati on nethod and data which generally contains the clainmed
identity and sone form of public encryption key used to authenticate
the claim

Aut hentication is done on transactions. Authentication should also
be done between repositories to insure the integrity of the

i nformati on exchange. 1In order to conply with inport, export, and
use restrictions throughout the world no encryption capability is
specified. Transactions nust not be encrypted because it may be
illegal to use decryption software in sone parts of the world.

4 Repository Hierarchy

Wth multiple repositories, "repository" objects are needed to
propagate the existence of new repositories and provide an autonated
means to determine the supported nethods of access and ot her
characteristics of the repository. The repository object is
described in Section 5.

In each repository there should be a special repository object naned
ROOT. This should point to the root repository or to a higher |eve
repository. This is to allow queries to be directed to the |oca
repository but refer to the full set of registries for resolution of
hi erarchically allocated objects.

Each repository may have an "expire" attribute. The expire attribute
is used to deternmine if a repository nust be updated before a | oca
transaction that depends on it can proceed.

The repository object also contains attributes describing the access
met hods and supported aut hentication nmethods of the repository. The
"query-address” attribute provides a host name and a port nunber used
to direct queries. The "response-auth-type" attribute provides the
aut hentication types that may be used by the repository when
responding to queries. The "subnit-address" attribute provides a
host nane and a port nunber used to subnit objects to the repository.
The "submit-auth-type" attribute provides the authentication types
that may be used by the repository when respondi ng to subm ssions.

5 Additions to RPSL
There are very few additions to RPSL defined here. The additions to
RPSL are referred to as RPSL "objects". They reside in the

repository database and can be retrieved with ordinary queries.
bj ects consist of "attributes", which are nane/val ue pairs.
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Attributes nay be mandatory or optional. They may be single or
multiple. One or nore attributes may be part of a key field.
attributes may have the requirenment of being unique.

Sone

Most of the data formats described in this docunent are
encapsul ati ons used in transacti on exchanges. These are referred to
as "neta-objects". These "neta-objects”, unlike RPSL "objects" do
not reside in the database but sone nust be retained in a transaction
log. Asinilar format is used to represent "nmeta-objects". They

al so consist of "attributes" which are nane/val ue pairs.

of the additions to RPSL described in this
O her sections

This section contains al
docunent. This section describes only RPSL objects.
descri bed only neta-objects.

5.1 repository object

repository nust be agreed upon. |Ideally such a repository

del egati ons and pointers to other

It would be wise to all ow
repository

A root
woul d contain only top |evel
repositories used in these del egations.
only cryptographically strong transactions in the root

The root repository contains references to other repositories. An
object of the following formidentifies another repository.

repository: Rl PE

Villam zar,

guer y- addr ess:

response- aut h-type:
response- aut h-type:

remar ks:

remar ks:
submi t - addr ess:
subm t - addr ess:
submi t - aut h-type
remar ks:

mmt - by:

expire:

heart beat -i nt er val

remar ks:
sour ce:

et al.

whoi s: //whoi s. ri pe. net

PGPKEY- 23F5CE35 # pointer to key-cert object
none

you can request rsa signature on queries
PGP required on submi ssions

mai | to: //aut o- dbm@i pe. net
rps-query://whois.ripe.net: 43

pgp- key, crypt-pw, nail-from

these are the authentication types supported
mai nt-ri pe-db

0000 04:00: 00

0000 01:00: 00

etc

adm n and techni cal contact,

I ANA

St andards Track
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The attributes of the repository object are |listed bel ow

guer y- addr ess

response- aut h-type

subm t - addr ess

submi t - aut h-type

repository-cert

repository key mandatory single

guer y- addr ess mandatory multiple
response- aut h-type mandatory multiple
submi t - addr ess mandatory nultiple
submi t - aut h-type mandatory nultiple
repository-cert mandatory nultiple
expire mandatory single

heart beat -i nt erval mandatory single

descr opti onal mul tiple
remar ks opti onal mul tiple
adm n-c mandatory nultiple
tech-c mandatory nultiple
notify opti onal mul tiple
mmt - by mandatory multiple
changed mandatory multiple
source mandatory single

In the above object type only a small
are new. These are:

nunber of the attribute types

repository This attribute provides the name of the repository. This

is the key field for the object and is single and nust be globally
unique. This is the sane nane used in the source attribute of all
objects in that repository.

This attribute provides a url
"rps-query" or "whois" can be used as the protoco

for directing queries.
identifier.

This attribute provides an authentication type
that may be used by the repository when responding to user

gqueries. Its syntax and semantics is sane as the auth attribute
of the mmintainer class.

to the repository.

This attribute provides a url

for subnmitting objects

This attribute provides the authentication types

that are allowed by the repository for users when subnmitting

regi strations.

This attribute provides a reference to a public key
certificate in the formof an RPSL key-cert object.

attribute can be nultiple to allow the repository to use nore than
one nethod of signature.

Villam zar, et al.
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heartbeat-interval Heartbeat neta-objects are sent by this
repository at the rate of one heartbeat neta-object per the
interval indicated. The value of this attribute shall be
expressed in the form"dddd hh: mm ss", where the "dddd" represents
days, "hh" represents hours, "nmmf mnutes and "ss" seconds.

expire |If no heartbeat or new registrations are received froma
repository for expire period, objects fromthis repository should
be consi dered non-authoritative, and cannot be used for
aut hori zati on purposes. The value of this attribute shall be
expressed in the form"dddd hh: mm ss", where the "dddd" represents
days, "hh" represents hours, "m' nminutes and "ss" seconds. This
val ue shoul d be bigger than heartbeat-interval

Pl ease note that the "heartbeat" meta-objects nmentioned above, I|ike
ot her neta-objects described in this docunent are part of the
protocol to exchange information but are not placed in the database
itself. See Section 7.3.2 for a description of the heartbeat neta-
obj ect.

The remaining attributes in the repository object are defined in
RPSL.

5.2 delegated attribute

For many RPSL object types a particular entry should appear only in
one repository. These are the object types for which there is a
natural hierarchy, "as-block", "aut-nunt, "inetnuni, and "route". In
order to facilitate putting an object in another repository, a

"del egated" attribute is added.

del egated The delegated attribute is allowed in any object type with
a hierarchy. This attribute indicates that further searches for
object in the hierarchy nmust be made in one or nore alternate
repositories. The current repository may be listed. The ability
to list nore than one repository serves only to accomodate
grandf at hered objects (those created prior to using an
aut hori zation nodel). The value of a delegated attribute is a
list of repository nanes.

If an object contains a "del egated"” attribute, an exact key field

mat ch of the object may al so be contained in each repository listed
in the "delegated" attribute. For the purpose of authorizing changes
only the "mt-by" in the object in the repository being nodified is
consi der ed.
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The following is an exanple of the use of a "del egated" attribute.

i net num 193.0.0.0 - 193.0.0.255
del egat ed: Rl PE
ébhrce: I ANA

This inetnum sinply del egates the storage of any nore specific

i net num obj ects overl apping the stated range to the RI PE repository.
An exact match of this inetnummay also exist in the R PE repository
to provide hooks for the attributes referencing maintai ner objects.
In this case, when adding objects to the RIPE repository, the "mt-

lower", "mt-routes”, and "mt-by" fields in the | ANA i net num obj ect
will not be considered, instead the values in the R PE copy will be
used.

5.3 integrity attribute

The "integrity" attribute can be contained in any RPSL object. It is
i ntended solely as a neans to facilitate a transition period during
whi ch sone data has been noved fromrepositories prior to the use of
a strong authorization nodel and is therefore questionable, or when
some repositories are not properly checking authorization

The "integrity" attribute may have the values "l egacy", "no-auth",
"auth-failed", or "authorized". |If absent, the integrity is
considered to be "authorized". The integrity values have the

foll owi ng nmeani ngs:

| egacy: This data existed prior to the use of an adequate
aut hori zation nodel. The data is highly suspect.

no-auth: This data was added to a repository during an initial
transition use of an authorization nodel but authorization
depended on ot her objects whose integrity was not "authorized"
Such an addition is being allowed during the transition but would
be disallowed |ater.

auth-failed: The authoritative repository is not checking
aut hori zation. Had it been doing so, authorization would have
failed. This attribute may be added by a repository that is
mrroring before placing the object in its local storage, or can
add this attribute to an encapsul ati ng neta-object used to further
propagate the transaction. |If the failure to enforce
aut hori zation is intentional and part of a transition (for
exanpl e, issuing warnings only), then the authoritative repository
may add this attribute to the encapsul ati ng neta-object used to
further propagate the transaction
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aut hori zed: Authorization checks were passed. The nmintainer
contained a "referral-by" attribute, a formof authentication
deenmed adequate by the repository was used, and all objects that
wer e needed for authorization were objects whose integrity was
"aut hori zed".

Nornal |y once an object is added to a repository another object
cannot overwrite it unless authorized to do so by the naintainers
referenced by the "mt-by" attributes in the object itself. [If the
integrity attribute is anything but "authorized", an object can be
overwitten or deleted by any transaction that woul d have been a
properly authorized addition had the object of |esser integrity not
exi st ed.

During such a transition grandfathered data and data added wit hout
proper authorization becones advisory until a properly authorized
addition occurs. After transition additions of this type would no
| onger be accepted. Those objects al ready added wi t hout proper
aut hori zation would remain but would be marked as candi dates for
repl acenent.

6 Interactions with a Repository or Mrror

This section presents an overview of the transaction distribution
mechani sns. The detailed format of the neta-objects for

encapsul ating and di stributing transactions, and the rules for
processi ng neta-objects are described in Section 7. There are a few
different types of interactions between routing repositories or
mrrors.

Initial submssion of transactions: Transactions nay include
addi tions, changes, and deletions. A transaction nay operate on
nore than one object and nust be treated as an atomic operation
By definition initial submi ssion of transactions is not applicable
toamrror. Initial submssion of transactions is described in
Section 6. 1.

Redi stribution of Transactions: The primary purpose of the
i nteractions between registries is the redistribution of
transactions. There are a nunber of ways to redistribute
transactions. This is discussed in Section 6. 2.

Queries: Query interactions are outside the scope of this docunent.
Transaction Conmit and Confirmation: Repositories may optionally

i npl ement a commit protocol and a conpletion indication that gives
the submitter of a transaction a response that indicates that a
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transacti on has been successful and will not be lost by a crash of
the I ocal repository. A subnmitter nmay optionally request such a
confirmation. This is discussed in Section 6. 3.

6.1 Initial Transaction Subm ssion

The sinplest formof transaction subnission is an object or set of
objects subnmitted with RFC-822 enmil encapsulation. This formis
still supported for backwards conpatibility. A preferred formallows
some neta-information to be included in the subm ssion, such as a
preferred formof confirmation. Were either encapsulation is used,
the submitter will connect to a host and port specified in the

repository object. This allows immediate confirmation. |If an email
interface simlar to the interface provided by the existing Rl PE code
is desired, then an external programcan provide the enmail interface.

The encapsul ati on of a transaction subm ssion and response is
described in detail in Section 7.

6.2 Redistribution of Transactions
Redi stribution of transactions can be acconplished using one of:

1. Arepository snapshot is a request for the conplete contents of a
given repository. This is usually done when starting up a new
repository or mirror or when recovering froma disaster, such as a
di sk crash.

2. A transaction sequence exchange is a request for a specific set of
transactions. Oten the request is for the npbst recent sequence
nunber known to a nmirror to the last transactions. This is used
in polling.

3. Transaction flooding is acconplished through a uni cast adjacency.

This section describes the operations sonewhat qualitatively. Data
formats and state diagrans are provided in Section 7.

6.3 Transaction Comit and Confirmation
If a subnission requires a strong confirmation of conpletion, or if a
hi gher degree of protection against false positive confirmation is
desired as a matter of repository policy, a conmit nay be perforned.
A commit request is a request fromthe repository processing an

initial transaction subm ssion to another repository to confirmthat
they have been able to advance the transacti on sequence up to the

Villam zar, et al. St andards Track [ Page 12]



RFC 2769 Routing Policy System Replication February 2000

sequence nunber inmediately below the transaction in the request and
are willing to accept the transaction in the request as a further
advance in the sequence. This indicates that either the

aut hori zati on was rechecked by the respondi ng repository and passed
or that the responding repository trusts the requesting repository
and has accepted the transaction.

A comit request can be sent to nore than one alternate repository.
One conmit conpletion response is sufficient to respond to the
submitter with a positive confirmation that the transaction has been
compl eted. However, the repository or submitter may optionally
require nore than one.

7 Data Format Summaries, Transaction Encapsul ati on and Processing

RIPE-181 [2] and RPSL [1] data is represented externally as ASCl

text. bjects consist of a set of attributes. Attributes are
nane/val ue pairs. A single attribute is represented as a single |line
with the nane foll owed by a colon foll owed by whitespace characters
(space, tab, or line continuation) and foll owed by the value. Wthin
a value all consecutive whitespace characters is equivalent to a
singl e space. Line continuation is supported by putting a white
space or '+ character to the beginning of the continuation |ines.

An object is externally represented as a sequence of attributes.

bj ects are separated by blank |ines.

Protocol interactions between registries are activated by passing
"nmeta objects". Meta objects are not part of RPSL but conformto
RPSL obj ect representation. They serve nostly as delimters to the
protocol nmessages or to carry the request for an operation

7.1 Transaction Subnmt and Confirm

The de-facto nmethod for subnitting database changes has been via
email. This nmethod should be supported by an external application
Merit has added the pgp-from authentication nethod to the RADB
(replaced by "pgpkey" in [4]), where the nmail headers are essentially
i gnored and the body of the nail nessage nust be PGP signed.

This specification defines a different encapsul ation for transaction
submi ssion. Wen submitting a group of objects to a repository, a
user MJST append to that group of objects, exactly one "tinestanp"
and one or nore "signature" neta-objects, in that order.
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The "tinestanp" neta-object contains a single attribute:

timestanp This attribute is mandatory and singl e-valued. This
attribute specifies the tinme at which the user submits the
transaction to the repository. The format of this attribute is
"YYYYMVDD hh: mm ss [+/ -] xx:yy", where "YYYY" specifies the four
digit year, "MV represents the nonth, "DD' the date, "hh" the
hour, "mm' the mnutes, "ss" the seconds of the tinmestanp, and
"xx" and "yy" represents the hours and ninutes respectively that
that timestanmp i s ahead or behind UTC

A repository may reject a transaction which does not include the
"ti mestanp" neta-object. The tinmestanp object is used to prevent
replaying registrations. Howthis is actually used is a |loca
matter. For exanple, a repository can accept a transaction only if
the value of the tinestanp attribute is greater than the tinmestanp
attribute in the previous registration received fromthis user

(rmai ntainer), or the repository may only accept transactions with
timestanps within its expire w ndow.

Each "signature" meta-object contains a single attribute:

signature This attribute is mandatory and single-valued. This
attribute, a block of free text, contains the signature
corresponding to the authentication nethod used for the
transaction. When the authentication nmethod is a cryptographic
hash (as in PGP-based authentication), the signature nust include
all text up to (but not including) the last blank line before the
first "signature" mneta-object.

A repository nust reject a transaction that does not include any
"si gnature" neta-object.

The group of objects subnmitted by the user, together with the
"timestanp" and "signature" neta-objects, constitute the "submtted
text" of the transaction.

The protocol used for submitting a transaction, and for receiving
confirmation of locally conmitted transactions, is not specified in
this docunent. This protocol may define additional encapsul ations
around the submtted text. The rest of this section gives an exanple
of one such protocol. Inplenentations are free to choose anot her
encapsul ati on.
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The net a-objects "transacti on-subnit-begin" and "transaction-subnit-
end" delimt a transaction. A transaction is handled as an atonic
operation. |If any part of the transaction fails none of the changes
take effect. For this reason a transaction can only operate on a

si ngl e dat abase.

A socket connection is used to request queries or subnit
transactions. An email interface may be provided by an externa
programthat connects to the socket. A socket connection nmust use
the "transacti on-submnit-begin" and "transaction-submt-end"
delimters but can request a |legacy style confirmation. Miltiple
transactions may be sent prior to the response for any single
transaction. Transactions nay not conplete in the order sent.

The "transaction-submit-begin" meta-object may contain the follow ng
attributes.

transaction-subnmit-begin This attribute is mandatory and single.
The value of the attribute contains name of the database and an
identifier that nust be uni que over the course of the socket
connecti on.

response-auth-type This attribute is optional and multiple. The
remai nder of the line specifies an authentication type that would
be acceptable in the response. This is used to request a response
cryptographically signed by the repository.

transaction-confirmtype This attribute is optional and single. A
confirmation type keyword nust be provided. Keywords are "none"
"l egacy", "normal", "conmmit". The confirmation type can be
foll owed by the option "verbose"

The "transaction-submit-end nmeta-object consists of a single

attribute by the same name. It nust contain the sane database name
and identifier as the corresponding "transacti on-submt-begin"

attri bute.

Unl ess the confirmation type is "none" a confirmation is sent. |f
the confirmation type is "legacy", then an email message of the form
currently sent by the RI PE database code will be returned on the

socket (suitable for submission to the sendmail progranj.
A "nornal" confirmati on does not require conpletion of the conmit

protocol. A "commit" confirnmation does. A "verbose" confirmation
may contain additional detail.
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A transaction confirmation is returned as a "transacti on-confirnf
net a-obj ect. The "transaction-confirn meta-object may have the
followi ng attri butes.

transaction-confirm This attribute is mandatory and single. It
contai ns the database nane and identifier associated with the
transacti on.

confirned-operation This attribute is optional and nultiple. It
contai ns one of the keywords "add", "delete" or "nodify" followed
by the object type and key fields of the object operated on

commit-status This attribute is nmandatory and single. It contains
one of the keywords "succeeded, "error", or "held". The "error"
keyword may be followed by an optional text string. The "held"
keyword is returned when a repository containing a dependent
object for authorization has expired.

7.2 Redistribution of Transactions

In order to redistribute transactions, each repository naintains a
TCP connection with one or nore other repositories. After locally
committing a submitted transaction, a repository assigns a sequence
nunber to the transaction, signs and encapsul ates the transaction
and then sends one copy to each neighboring (or "peer") repository.
In turn, each repository authenticates the transaction (as described
in Section 7.6), may re-sign the transaction and redistributes the
transaction to its neighbors. W use the term"originating
repository” to distinguish the repository that redistributes a
locally subnmitted transaction

Thi s docunent al so specifies two other nmethods for redistributing
transactions to other repositories: a database snapshot format used
for initializing a new registry, and a polling techni que used by
mrrors.

In this section, we first describe how a repository nay encapsul ate
the subnmitted text of a transaction. W then describe the protoco
for flooding transactions or polling for transactions, and the
dat abase snapshot contents and fornmat.

7.3 Redistribution Protocol Description

The originating repository nust first authenticate a submitted
transacti on using nmethods described in [3].
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Before redistributing a transaction, the originating repository nust
encapsul ate the subnitted text of the transaction with several neta-
obj ects, which are described bel ow

The originating repository nmust prepend the submitted text with
exactly one "transaction-label" neta-object. This neta-object
contains the follow ng attributes:

transaction-label This attribute is nandatory and single. The value
of this attribute confornms to the syntax of an RPSL word, and
represents a globally unique identifier for the database to which
this transaction is added.

sequence This attribute is mandatory and single. The value of this
attribute is an RPSL integer specifying the sequence nunber
assigned by the originating repository to the transaction.
Successi ve transactions distributed by the same originating
repository have successive sequence nunbers. The first
transaction originated by a registry is assigned a sequence nunber
1. Each repository nust use sequence nunbers drawn from a range
at least as large as 64 bit unsigned integers.

timestanp This attribute is mandatory and singl e-valued. This
attribute specifies the tine at which the originating repository
encapsul ates the subnitted text. The fornmat of this attribute is
"YYYYMVDD hh: m ss [+/ -] xx:yy", where "YYYY" specifies the four
digit year, "MV represents the nonth, "DD' the date, "hh" the
hour, "mm' the m nutes, "ss" the seconds of the tinmestanp, and
"xx" and "yy" represents the hours and m nutes respectively that
that tinestanp is ahead or behind UTC

integrity This attribute is optional and single-valued. It may have
the val ues "l egacy", "no-auth", "auth-failed", or "authorized"
If absent, the integrity is considered to be "authorized"

The originating repository nay append to the subnmtted text one or
nore "aut h-dependency" neta-objects. These neta-objects are used to
i ndi cate which other repositories’ objects were used by the
originating registry to authenticate the subnitted text. The "auth-
dependency" neta-objects should be ordered fromthe nost preferred
repository to the least preferred repository. This order is used by
a renpte repository to tie break between the nultiple registrations
of an object with the sane |level of integrity. The "auth-dependency"
net a- obj ect contains the following attributes:

aut h-dependency This attribute mandatory and singl e-valued. It

equal s a repository nane from which an object is used to
aut hori ze/authenticate this transaction.
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sequence This attribute nandatory and single-valued. It equals the
transacti on sequence nunber of the dependent repository known at
the originating repository at the tinme of processing this
transacti on.

tinmestanp This attribute mandatory and single-valued. 1t equals the
ti mrestanp of the dependent repository known at the originating
repository at the tine of processing this transaction

If the originating repository needs to nodify submitted objects in a
way that the renote repositories can not re-create, it can append an
"override-objects" neta-object followed by the nodified versions of
these objects. An exanple nodification can be auto assignnent of NIC
handl es. The "override-objects" neta-object contains the foll ow ng
attributes

override-objects A free text remark

O her repositories may or nmay not honor override requests, or lint
t he kinds of overrides they all ow.

Following this, the originating repository nust append exactly one
"repository-signature" meta-object. The "repository-signature”
nmet a- obj ect contains the followi ng attributes:

repository-signature This attribute is mandatory and si ngl e-val ued.
It contains the nanme of the repository.

integrity This attribute is optional and single-valued. It may have
the val ues "l egacy", "no-auth", "auth-failed", or "authorized"
| f absent, the value is sane as the value in the transaction-
label. |If a different value is used, the value here takes
precedence.

signature This attribute is optional and single-valued. This
attribute, a block of free text, contains the repository’s
signature using the key in the repository-cert attribute of the
repository object. Wen the authentication nethod is a
cryptographi c hash (as in PGP-based authentication), the signature
must include all text upto (but not including) this attribut