Net wor k Wor ki ng Group M Nystroem
Request for Comments: 4758 RSA Security
Cat egory: | nformational Novenber 2006

Crypt ographi ¢ Token Key Initialization Protocol (CT-KIP)
Version 1.0 Revision 1

Status of This Meno

This meno provides infornmation for the Internet conmunity. It does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Copyright Notice
Copyright (C The | ETF Trust (2006).
Abst r act

Thi s docunment constitutes Revision 1 of Cryptographic Token Key
Initialization Protocol (CT-KIP) Version 1.0 from RSA Laboratories
One-Ti ne Password Specifications (OTPS) series. The body of this
docunent, except for the intellectual property considerations
section, is taken fromthe CT-KIP Version 1.0 docunent, but conments
received during the | ETF review are reflected; hence, the status of a
revised version. As no "bits-on-the-wire" have changed, the protoco
specified herein is conpatible with CT-KIP Version 1.0.

CT-KIP is a client-server protocol for initialization (and
configuration) of cryptographic tokens. The protocol requires
neither private-key capabilities in the cryptographic tokens, nor an
est abl i shed public-key infrastructure. Provisioned (or generated)
secrets will only be available to the server and the cryptographic
token itself.
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1. Introduction

Note: This document is Revision 1 of CT-KIP Version 1.0 [12] from RSA
Laboratories’ OIPS series.

1.1. Scope

Thi s docunent describes a client-server protocol for initialization

(and configuration) of cryptographic tokens. The protocol requires

neither private-key capabilities in the cryptographic tokens, nor an
est abl i shed public-key infrastructure.

The objectives of this protocol are:

o To provide a secure nethod of initializing cryptographic tokens
with secret keys w thout exposing generated, secret material to

any other entities than the server and the cryptographic token
itself,

0 To avoid, as rmuch as possible, any inpact on existing
crypt ographi ¢ token manufacturing processes,

0o To provide a solution that is easy to adm nister and scales well.

The mechanismis intended for general use within conputer and

communi cati ons systens enpl oyi ng connected cryptographic tokens (or
sof tware enul ati ons thereof).

1.2. Background

A cryptographi c token may be a handhel d hardware device, a hardware
devi ce connected to a personal conputer through an el ectronic
interface such as USB, or a software nodul e resi dent on a persona
comput er, which offers cryptographic functionality that may be used
e.g., to authenticate a user towards some service. Increasingly,
these tokens work in a connected fashion, enabling their programmtic
initialization as well as programmatic retrieval of their output

val ues. This docunment intends to neet the need for an open and

i nteroperabl e mechanismto progranmmatically initialize and configure
connected cryptographi c tokens. A conpani on docunment entitled "A
PKCS #11 Mechani sm for the Cryptographic Token Key Initialization

Protocol " [2] describes an application-progranmng interface suitable
for use with this nechani sm
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1.3. Docunent Organization
The organi zation of this docunent is as follows:
0 Section 1 is an introduction.
0 Section 2 defines some notation used in this docunent.
0 Section 3 defines the protocol nmechanismin detail
0 Section 4 defines a binding of the protocol to transports.
0 Section 5 provides security considerations.
0 Appendix A defines the XM. scherma for the protocol nechani sm
Appendi x B gi ves exanpl e nmessages, and Appendi x C di scusses

integration with PKCS #11 [3].

0 Appendi x D provides exanple realizations of an abstract
pseudor andom function defined in Section 3.

0 Appendi x E provides general information about the One-Tine
Password Specifications.

2. Acronyns and Notation

2.1. Acronyns

MAC Message Aut henticati on Code
PDU Prot ocol Data Unit
PRF Pseudo- Random Functi on

CT-KIP  Cryptographic Token Key Initialization Protocol (the
prot ocol mechani sm descri bed herein)

2.2. Notation

| ] String concatenation

[ X] Optional el enent x
A™B Excl usi ve-or operation on strings A and B (A and B of equa
| engt h)

K AUTH Secret key used for authentication purposes
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3.

3.

K TOKEN Secret key used for token conputations, generated in CT-KIP
K_SERVER Public key of CT-KIP server

K _SHARED Secret key shared between the cryptographic token and the
CT-KI P server

K Key used to encrypt R C (either K SERVER or K SHARED)

R Pseudor andom val ue chosen by the cryptographi c token and
used for MAC conputati ons

RC Pseudor andom val ue chosen by the cryptographic token
RS Pseudor andom val ue chosen by the CT-KIP server

The foll owi ng typographical convention is used in the body of the
text: <XMLEl ement>.

CT-KI P
1. Overview

The CT-KIP is a client-server protocol for the secure initialization
of cryptographic tokens. The protocol is nmeant to provide high
assurance for both the server and the client (cryptographic token)
that generated keys have been correctly and random y generated and
not exposed to other entities. The protocol does not require the
exi stence of a public-key infrastructure.

S + S +
| CT-KIP client | | CT-KIP server
e . e .

I [ <---- CT-KIP trigger ---- ] I

I ------- Cient Hello ------- > I

I <------ Server Hello -------- I

I ------- Client Nonce ------- > I

I <----- Server Finished ------ I

Figure 1: The 4-pass CT-KIP protocol (with optional preceding
trigger)
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3.2. Entities

In principle, the protocol involves a CT-KIP client and a CT-KIP
server.

It is assuned that a desktop/laptop or a wireless device (e.g., a
nmobi | e phone or a PDA) will host an application comunicating wth
the CT-KIP server as well as the cryptographic token, and
collectively, the cryptographic token and the comruni cating
application formthe CT-KIP client. Wen there is a need to point
out if an action is to be perforned by the conmuni cating application
or by the token the text will nake this explicit.

The manner in which the comunicating application will transfer CT-
KIP protocol elenents to and fromthe cryptographic token is
transparent to the CI-KIP server. One nethod for this transfer is
described in [2].

3.3. Principles of Operation

To initiate a CI-KIP session, a user nay use a browser to connect to
a web server running on sonme host. The user may then identify (and
aut henticate) herself (through sone nmeans that essentially are out of
scope for this docunent) and possibly indicate how the CT-KIP client
shall contact the CT-KIP server. There are also other alternatives
for CT-KIP session initiation, such as the CT-KIP client being pre-
configured to contact a certain CT-KIP server, or the user being

i nformed out - of -band about the location of the CT-KIP server. 1In any
event, once the location of the CI-KIP server is known, the CT-KIP
client and the CT-KIP server engage in a 4-pass protocol in which

a. The CT-KIP client provides information to the CT-KIP server about
the cryptographic token's identity, supported CT-KIP versions,
cryptographic al gorithns supported by the token and for which
keys may be generated using this protocol, and encryption and MAC
al gorithns supported by the cryptographic token for the purposes
of this protocol

b. Based on this information, the CT-KIP server provides a random
nonce, RS, to the CT-KIP client, along with information about
the type of key to generate, the encryption algorithmchosen to
protect sensitive data sent in the protocol. |In addition, it
provi des either information about a shared secret key to use for
encrypting the cryptographic token's random nonce (see bel ow), or
its owmn public key. The length of the nonce RS may depend on
the sel ected key type.
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c. The cryptographic token generates a random nonce R C and encrypts
it using the selected encryption algorithmand with a key K that
is either the CT-KIP server’s public key K SERVER, or a shared
secret key K SHARED as indicated by the CT-KIP server. The
I ength of the nonce R C may depend on the selected key type. The
CT-KIP client then sends the encrypted random nonce to the CT-KIP
server. The token also cal culates a cryptographic key K TOKEN of
the selected type fromthe conbination of the two random nonces
R S and R C, the encryption key K, and possibly some other data,
usi ng the CT-KI P-PRF function defined herein.

d. The CT-KIP server decrypts R C, calculates K TOKEN fromthe
conbi nation of the two random nonces R S and R C, the encryption
key K, and possibly sonme other data, using the CT-KIP-PRF
function defined herein. The server then associates K TOKEN with
the cryptographic token in a server-side data store. The intent
is that the data store later on will be used by sone service that
needs to verify or decrypt data produced by the cryptographic
t oken and the key.

e. Once the association has been nade, the CT-KIP server sends a
confirmation nmessage to the CT-KIP client. The confirnmation
message includes an identifier for the generated key and may al so
contain additional configuration infornation, e.g., the identity
of the CT-KIP server

f. Upon receipt of the CT-KIP server’s confirmation nessage, the
crypt ographi c token associates the provided key identifier with
the generated key K TOKEN, and stores the provided configuration
data, if any.

Not e: Conceptual ly, although R Cis one pseudorandomstring, it may
be viewed as consisting of two conponents, R Cl and R C2, where R Cl
is generated during the protocol run, and R C2 can be generated at
the cryptographi c token manufacturing tine and stored in the
cryptographic token. In that case, the latter string, R C2, should
be uni que for each cryptographic token for a given nmanufacturer
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S + Fommnnan + S +
I to-ooooooooo + I I I I I
I | Server key | I I I I I
| +<-| Public [------ D D SRR + |
| | | Private | I I I I I ||
I R + I I I I I ||
|| I I I I I I ||
|V v I I I I v Vi
I R + I I I I to--oo---- + ]
| | | Decrypt |<------- R R e L | Encrypt | |
I + I I I I to-o-o---- + ]
|| e + | I I I n ||
|| | | Server | | I I I I ||
| | | | Random|--->------------- Se----- S +
|| | - + | I I | | | Qient | | |
|| I I I I I | | | Random | | |
|| I I I I I I + ]
|| I I I I I || I ||
|| v v I I I |V v ||
I e + I I | oo + ||
| +-->] CT-KIP PRF | | | | | | CT-KIP PRF | <----+
I tomoomoooooo + I I | Ao + I
I I I I I I I I
I v I I I I v I
I to-o-- - + I I I |+ + I
I | Key | I I I | | Key | I
| A REEEEE + . | |- + |
| oo + . | |- + |
| |Key Id [-------- S R T So----- | Key 1d | |
| s + o I B + |
e + N + e +
CT-KI P Server CT-KIP dient CT-KIP dient (Token)
(PC Host)

Figure 2: Principal data flow for CT-KIP key generation - using
public server key

The inclusion of the two random nonces R S and R Cin the key
generation provi des assurance to both sides (the token and the CT-KIP
server) that they have contributed to the key’'s randommess and t hat
the key is unique. The inclusion of the encryption key K ensures
that no man-in-the-niddle may be present, or else the cryptographic
token will end up with a key different fromthe one stored by the
legitimate CT-KIP server.

Note: A man-in-the mddle (in the formof corrupt client software or

a m stakenly contacted server) may present his own public key to the
token. This will enable the attacker to learn the client’s version
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of K TOKEN. However, the attacker is not able to persuade the
legitimate server to derive the same value for K TOKEN, since K_TOKEN
is a function of the public key involved, and the attacker’s public
key nmust be different than the correct server’s (or else the attacker
woul d not be able to decrypt the information received fromthe
client). Therefore, once the attacker is no longer "in the nddle"
the client and server will detect that they are "out of synch" when
they try to use their keys. Therefore, in the case of encrypting R C
with K SERVER it is inportant to verify that K SERVER really is the
legitimate server’s key. One way to do this is to independently
validate a newy generated K TOKEN agai nst sone validation service at
the server (e.g., by using a connection independent fromthe one used
for the key generation).

The CT-KIP server may couple an initial user authentication to the
CT-KI P execution in several ways to ensure that a generated K TCKEN
ends up associated with the correct token and user. One way is to
provide a one-tine value to the user or CT-KIP client after
successful user authentication and require this value to be used when
contacting the CT-KIP service (in effect coupling the user

aut hentication with the subsequent CT-KIP protocol run). This value
could, for exanple, be placed in a <TriggerNonce> el ement of the CT-
KIP initialization trigger (if triggers are used; see Section 4.2.7).
Another way is for the user to provide a token identifier which will
|ater be used in the CT-KIP protocol to the server during the

aut henti cation phase. The server may then include this token
identifier in the CT-KIP initialization trigger. It is also
legitimate for a CT-KIP client to initiate a CI-KIP protocol run

wi t hout having received an initialization nessage froma server, but
in this case any provided token identifier shall not be accepted by
the server unless the server has access to a uni que token key for the
identified token and that key will be used in the protocol. Whatever
the method, the CT-KIP server nust ensure that a generated key is
associated with the correct token and, if applicable, the correct
user. For a further discussion of this and threats related to man-
in-the-mddle attacks in this context, see Section 5.5.

3.4. The CT-KIP One-Way Pseudorandom Functi on, CT-KI P-PRF
3.4.1. Introduction

The general requirenents on CT-KIP-PRF are the sane as on keyed hash
functions: It shall take an arbitrary length input, and be one-way
and collision-free (for a definition of these terns, see, e.g., [4]).
Furt her, the CT-KIP-PRF function shall be capable of generating a
vari abl e-1 ength output, and its output shall be unpredictable even if
other outputs for the sane key are known.
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It is assuned that any realization of CT-KIP-PRF takes three input
paraneters: A secret key k, some conbination of variable data, and
the desired length of the output. Exanples of the variable data
include, but are not linmted to, a current token counter value, the
current token tinme, and a challenge. The conbination of variable
data can, without |oss of generalization, be considered as a salt
val ue (see PKCS #5 Version 2.0 [5], Section 4), and this
characterization of CT-KIP-PRF should fit all actual PRF algorithms
i mpl enented by tokens. Fromthe point of view of this specification
CT-KIP-PRF is a "black-box" function that, given the inputs,
generates a pseudor andom val ue.

Separate specifications may define the inplenentation of CT-KIP-PRF
for various types of cryptographic tokens. Appendix D contains two
exanpl e realizations of CT-KIP-PRF.

3.4.2. Declaration
CT-KI P-PRF (k, s, dsLen)
I nput :

k secret key in octet string format

s octet string of varying length consisting of variable data
di stinguishing the particular string being derived

dsLen desired | ength of the output
Qut put :
DS pseudorandom string, dsLen-octets |ong

For the purposes of this docunent, the secret key k shall be 16
octets | ong.

3.5. Ceneration of Cryptographic Keys for Tokens

In CT-KIP, keys are generated using the CT-KIP-PRF function, a secret
random val ue R C chosen by the CT-KIP client, a randomvalue R S
chosen by the CT-KIP server, and the key k used to encrypt R C. The
i nput paraneter s of CTI-KIP-PRF is set to the concatenation of the
(ASCI1) string "Key generation", k, and R S, and the input paraneter
dsLen is set to the desired length of the key, K TOKEN (the |ength of
K_TCOKEN i s given by the key' s type):

stroem I nf or mat i onal Page 11
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dsLen = (desired | ength of K TOKEN)
K_TCOKEN = CT-KIP-PRF (R_C, "Key generation” || k || R_S, dsLen)

When conputing K TOKEN above, the output of CT-KIP-PRF nmay be subject
to an al gorithm dependent transform before being adopted as a key of
the selected type. One exanple of this is the need for parity in DES
keys.

3.6. Encryption of Pseudorandom Nonces Sent fromthe CT-KIP dient

CT-KI P client random nonce(s) are either encrypted with the public
key provided by the CT-KIP server or by a shared secret key. For

exanple, in the case of a public RSA key, an RSA encryption schene
from PKCS #1 [6] may be used.

In the case of a shared secret key, to avoid dependence on ot her
algorithnms, the CT-KIP client nay use the CT-KIP-PRF function
described herein with the shared secret key K SHARED as i nput
paraneter k (in this case, K SHARED should be used solely for this
pur pose), the concatenation of the (ASCIl) string "Encryption" and
the server’s nonce R S as input paraneter s, and dsLen set to the
length of R C

dsLen = len(R_C
DS = CT-KI P- PRF(K_SHARED, "Encryption" || R_S, dslLen)

This will produce a pseudorandom string DS of |length equal to R C
Encryption of R C may then be achieved by XOR-ing DS with R C

Enc-R C=DS * RC

The CT-KIP server will then performthe reverse operation to extract
R C fromEnc-R C

Note: It nmay appear that an attacker, who |earns a previous val ue of
R C, may be able to replay the corresponding R S and, hence, learn a
new R C as well. However, this attack is mtigated by the
requirenent for a server to show know edge of K AUTH (see below) in
order to successfully conplete a key re-generation.
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3.7. CT-KIP Schena Basics
3.7.1. Introduction

Core parts of the XML schema for CT-KIP, found in Appendix A, are
explained in this section. Specific protocol nessage el enments are
defined in Section 3.8. Exanples can be found in Appendi x B

The XML format for CT-KIP nmessages have been designed to be

extensi ble. However, it is possible that the use of extensions wll
harminteroperability; therefore, any use of extensions should be
carefully considered. For exanple, if a particular inplenmentation
relies on the presence of a proprietary extension, then it may not be
able to interoperate with i ndependent inplenentations that have no
know edge of this extension

XML types defined in this sub-section are not CT-KIP nessages; rather
they provide building blocks that are used by CT-KI P nessages.

3.7.2. Ceneral XM. Schema Requirenents

Some CT-KIP elenments rely on the parties being able to conpare

recei ved values with stored values. Unless otherw se noted, all

el ements in this docunent that have the XML Schema "xs:string" type
or a type derived fromit, nust be conpared using an exact binary
conmparison. |In particular, CT-KIP inplenentations nust not depend on
case-insensitive string conparisons, normalization or trimnmng of
white space, or conversion of |ocale-specific formats such as
nunbers.

| npl enent ati ons that conpare val ues that are represented using

di fferent character encodi ngs nust use a conparison nethod that
returns the same result as converting both values to the Unicode
character encoding, Normalization Form C [1], and then perform ng an
exact binary conparison

No collation or sorting order for attributes or elenent values is
defined. Therefore, CT-KIP inplenentations nust not depend on
specific sorting orders for val ues.

3.7.3. The Abstract Request Type Type

Al'l CT-KIP requests are defined as extensions to the abstract
Abstract Request Type type. The el enments of the Abstract Request Type,
therefore, apply to all CT-KIP requests. All CT-KIP requests nust
contain a Version attribute. For this version of this specification
Version shall be set to "1.0"
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<xs: conpl exType nane="Abst ract Request Type" abstract="true">
<xs:attribute nanme="Version" type="VersionType"
use="required"/>
</ xs: conpl exType>

3.7.4. The Abstract ResponseType type

Al CT-KIP responses are defined as extensions to the abstract
Abstract ResponseType type. The elenents of the Abstract ResponseType,
therefore, apply to all CT-KIP responses. Al CT-KIP responses
contain a Version attribute indicating the version that was used. A
Status attribute, which indicates whether the precedi ng request was
successful or not nust also be present. Finally, all responses nay
contain a SessionlD attribute identifying the particular CT-KIP
session. The SessionlD attribute needs only be present if nore than
one roundtrip is required for a successful protocol run (this is the
case with the protocol version described herein).

<xs: conpl exType nane="Abst ract ResponseType" abstract="true">
<xs:attribute name="Version" type="VersionType" use="required"/>
<xs:attribute name="Sessionl D' type="IldentifierType"/>
<xs:attribute name="Status" type="StatusCode" use="required"/>
</ xs: conpl exType>

3.7.5. The StatusCode Type
The StatusCode type enunerates all possible return codes:

<xs: si npl eType nane=" St at usCode" >
<xs:restriction base="xs:string">
<xs:enuneration val ue="Conti nue"/>
<xs: enuneration val ue="Success"/>
<xs:enuneration val ue="Abort"/>
<xs:enuneration val ue="AccessDeni ed"/ >
<xs:enuneration val ue="Mal f or redRequest "/ >
<xs: enuneration val ue="UnknownRequest"/ >
<xs:enuneration val ue="UnknownCriti cal Ext ensi on"/>
<xs: enuneration val ue="UnsupportedVersion"/>
<xs:enuneration val ue="NoSupport edKeyTypes"/ >
<xs:enuneration val ue="NoSupport edEncrypti onAl gorithns"/>
<xs:enuneration val ue="NoSupport edVACAl gorithns"/>
<xs:enuneration value="InitializationFailed"/>
</xs:restriction>
</ xs: si npl eType>

Upon transm ssion or receipt of a nessage for which the Status

attribute’ s value is not "Success" or "Continue", the default
behavi or, unless explicitly stated otherwi se below, is that both the
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CT-KI P server and the CT-KIP client shall imrediately term nate the
CT-KI P session. CT-KIP servers and CT-KIP clients nust delete any
secret values generated as a result of failed runs of the CT-KIP
protocol. Session identifiers may be retained from successful or
failed protocol runs for replay detection purposes, but such retained
identifiers shall not be reused for subsequent runs of the protocol

Wien possible, the CT-KIP client should present an appropriate error
nmessage to the user.

These status codes are valid in all CT-KIP-Response nessages unl ess
explicitly stated otherw se.

o "Continue" indicates that the CT-KIP server is ready for a
subsequent request fromthe CT-KIP client. It cannot be sent in
the server’s final nessage

0 "Success" indicates successful conpletion of the CT-KIP session
It can only be sent in the server’s final nessage

o "Abort" indicates that the CI-KIP server rejected the CT-KIP
client’s request for unspecified reasons.

o "AccessDenied" indicates that the CT-KIP client is not authorized
to contact this CT-KIP server

o "Ml formedRequest" indicates that the CT-KIP server failed to
parse the CI-KIP client’s request.

0 "UnknownRequest" indicates that the CT-KIP client nade a request
that is unknown to the CT-KIP server

0o "UnknownCritical Extension" indicates that a critical CT-KIP
ext ension (see below) used by the CT-KIP client was not supported
or recogni zed by the CT-KIP server

0 "UnsupportedVersion" indicates that the CT-KIP client used a CT-
KI P protocol version not supported by the CT-KIP server. This
error is only valid in the CT-KI P server’s first response nessage.

0 "NoSupportedKeyTypes" indicates that the CT-KIP client only
suggest ed key types that are not supported by the CT-KIP server
This error is only valid in the CT-KIP server’s first response
nessage. Note that the error will only occur if the CT-KIP server
does not support any of the CT-KIP client’s suggested key types.
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0 "NoSupportedEncryptionAl gorithns" indicates that the CT-KIP client
only suggested encryption algorithns that are not supported by the
CT-KIP server. This error is only valid in the CI-KIP server’s
first response nessage. Note that the error will only occur if
the CT-KIP server does not support any of the CT-KIP client’s
suggest ed encryption al gorithns.

0 "NoSupport edMACAl gorithns" indicates that the CT-KIP client only
suggested MAC algorithns that are not supported by the CT-KIP
server. This error is only valid in the CT-KIP server’s first
response nmessage. Note that the error will only occur if the CT-
KIP server does not support any of the CI-KIP client’s suggested
MAC al gorit hns.

o "lInitializationFailed" indicates that the CT-KIP server could not
generate a valid key given the provided data. Wen this status
code is received, the CT-KIP client should try to restart CT-KIP
as it is possible that a new run will succeed.

3.7.6. The ldentifierType Type

The ldentifierType type is used to identify various CT-KIP el ements,
such as sessions, users, and services. Identifiers nust not be
| onger than 128 octets.

<xs:si npl eType name="IdentifierType">
<xs:restriction base="xs:string">
<xs: maxLengt h val ue="128"/>
</xs:restriction>
</ xs: si npl eType>

3.7.7. The NonceType Type

The NonceType type is used to carry pseudorandom values in CT-KIP
messages. A nonce, as the name inplies, nust be used only once. For
each CT-KIP nessage that requires a nonce elenent to be sent, a fresh
nonce shall be generated each tinme. Nonce values nust be at |east 16
octets | ong.

<xs: si npl eType nane="NonceType" >
<xs:restriction base="xs: base64Bi nary">
<xs: m nLength val ue="16"/>
</xs:restriction>
</ xs: si npl eType>
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3.7.8. The ExtensionsType and the Abstract Ext ensi onType Types

The ExtensionsType type is a list of type-value pairs that define
optional CT-KIP features supported by a CT-KIP client or server.
Extensi ons may be sent with any CT-KIP nessage. Please see the
description of individual CT-KIP nessages in Section 3.8 of this
docunent for applicable extensions. Unless an extension is narked as
Critical, a receiving party need not be able to interpret it. A
receiving party is always free to disregard any (non-critical)

ext ensi ons.

<xs: conpl exType nane="Abst r act Ext ensi onsType" >
<xs: sequence nmaxCccurs="unbounded" >
<xs: el enent nane="Extensi on" type="AbstractExtensi onType"/>
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType nane="Abst ract Ext ensi onType" abstract="true">
<xs:attribute name="Critical" type="xs:bool ean"/>
</ xs: conpl exType>

3.8. CT-KIP Messages
3.8.1. Introduction

In this section, CT-KIP nessages, including their paraneters,
encodi ngs and semantics are defined.

3.8.2. CT-KIP Initialization

The CT-KIP server may initialize the CT-KI P protocol by sending a
<CT- Kl PTri gger> nmessage. This nessage nmay, e.g., be sent in response
to a user requesting token initialization in a browsing session

<xs: conpl exType name="InitializationTriggerType">
<XS:sequence>
<xs: el enent nane="Tokenl D' type="xs: base64Bi nary" m nCccurs="0"/>
<xs: el enent nane="Keyl D' type="xs: base64Bi nary" m nCccurs="0"/>
<xs: el ement nane="TokenPl at f or m nf 0"
type="TokenPl at f or M nf oType" m nCccurs="0"/>
<xs: el ement nane="Tri gger Nonce" type="NonceType"/>
<xs: el ement nane="CT-KI PURL" type="xs:anyURI " nmi nCccurs="0"/>
<xs:any namespace="##other" processContents="strict"
nm nCccurs="0"/>
</ xs: sequence>
<xs:attribute name="id" type="xs:1D'/>
</ xs: conpl exType>
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<xs: el ement nane="CT-KI PTri gger" type="CT-KI PTrigger Type"/>

<xs: conpl exType name="CT- Kl PTri gger Type" >
<xs:annot ati on>
<xs:docunentation xn :|ang="en">
Message used to trigger the device to initiate a
CT-KI P run.
</ xs: docunent ati on>
</ xs:annot at i on>
<XSs: sequence>
<xs: choi ce>
<xs: el enent nane="lnitializationTrigger"
type="InitializationTriggerType"/>
<Xs:any naneSpace="##ot her" processContents="strict"/>
</ xs: choi ce>
</ xs: sequence>
<xs:attribute nanme="Version" type="ct-Kkip:VersionType"/>
</ xs: conpl exType>

The <CT-KIPTrigger> element is intended for the CT-KIP client and may
informthe CT-KIP client about the identifier for the token that is
to be initialized, and, optionally, of the identifier for the key on
that token. The latter would apply when re-seeding. The trigger

al ways contains a nonce to allow the se