Rev. 0.9 7 argument and instead maintain the transaction context per -thread. First, implicit ar guments ar e usually bad pr ogramming practice as they can make a program much har der to understand. Secondly this can pr event mor e than one thread fr om cooperating to accomplish a particular transaction.

6 Interfaces and Threads: A Taxonomy and Guidelines— 12/10/93 Rev. 0.9

Other Definitions

These definitions ar e informal in natur e and ar e mainly for internal consumption. They should not be used in external documentation, but may be used in design documents.

MT-hot

An interface implementation is MT -hot if it incr eases the degr ee of concurr ency beyond the minimum for being MT -safe. An MT -hot implementation may , in fact, be slower than an a non-MT -hot implementation when r un on a unipr ocessor. An MT-hot implementation may not actually r un concurr ently on more than one CPU; it may instead take advantage of extra I/O parallelism. For example, an implementation of RPC that allows concurr ent RPCs to different hosts, but serializes access to one host may be consider ed to be adequately concurr ent to be MT -safe. However an implementation that allows concurr ent RPCs to same or dif ferent hosts may be MT -hot even though the internal implementation only allows the RPC code to be executed by only one thread at a time (the lock ar e released while the RPC is in pr ogress).

Thread Interface Guidelines

Per-thread State

Older interfaces sometimes wer e designed assuming a single thr ead of contr ol. For example interface that r eturn a pointer to an internal static buf fer (e.g.

getpwent()). Another example ar e interfaces that build r ely on an external, global context that is an implicit ar gument to a set of interfaces (e.g.

setlocale()). One solution to this pr oblem is to define per -thread buf fers or per-thread contexts using thr ead-specific data (TSD). This solution should be avoided, if possible, since TSD can be expensive to maintain. Mor e seriously , keeping per -thread state can pr event mor e than one thr ead fr om cooperating to use an interface. However , sometime a legacy interface is so pervasive that this cannot be avoided (e.g. errno).

Typically this is done to pass implicit ar guments (or r eturn values) to r outines. Consider an implementation of a transaction system that causes a series of invocations on a set of interfaces to be handled atomically . There is a temptation to not augment the interfaces to include a transaction context

Rev. 0.9 5 the memory synchr onization functions (See “Data-race” on page 2) before all calls to an interface or set of interfaces. The synchr onization cannot be done using “volatile” global variables. The documentation must be clear what the set of interfaces that operate on the object ar e.

There are few guidelines on the use of object-unsafe interfaces either internal or external to Sun. Externally this category does not seem to be r ecognized widely and such interfaces ar e generally categorized as unsafe. Ther efore, the definition of object-unsafe interfaces is highly discouraged. In addition, determining that thr eads only call an interface with unique objects can be error-prone and once the err or is made it is extr emely har d to debug (as ar e most data-races).

Package-unsafe

Package-unsafe interfaces impose the r estriction that only one thr ead at a time may call any interface in a set of interfaces. Ther e may also be sequences of operations that carry state between invocations that must be locked ar ound so that they complete atomically . The key point is that it is possible to do useful calls into the set of interfaces fr om mor e than one thr ead by the caller providing its own locking.

In many cases the cause of an implementation not being package-unsafe is the binary using the global errno. This causes calls to this interface to af fect and be affected by calls to unr elated interfaces. Simply ensuring that the sour ce includes <errno.h> and r ecompiling the library with -D_REENTRANT will fix this pr oblem. However , access to other global variables shar ed with other packages r equir e other fixes.

Unsafe

Unsafe interface meet none of the above criterion. They ar e unsafe to call fr om any thr ead but the main thr ead.

For the sake of simplicity , packages that may be called fr om mor e than one thread but ar e harmful to concurr ency (i.e. they don’t meet the last criterion for being labeled MT -safe) also fall into this category (rather than inventing another label).

4 Interfaces and Threads: A Taxonomy and Guidelines— 12/10/93 Rev. 0.9 example of this is the RPC library . Suppose the implementation of the RPC library contained a single lock that is held for the duration of any RPC call. This allows only one RPC to be active at any one time. Ther e would be almost no useful advantage in a multithr eaded pr ogram calling it fr om mor e than one thread. Furthermor e, an application pr ogrammer would pr obably be surprised (and pr obably annoyed) by this behavior if this interface wer e labeled as safe to use by mor e than one thr ead.

Implementations that only allow one thr ead at a time to execute the code can still be labelled MT -safe if this implementation is useful to many MT pr ograms. For example, if the implementation does not do a lar ge amount of computation or potentially long I/O befor e returning to the caller than an implementation using only one lock can still be MT -safe. In the RPC case, an implementation that allows concurr ent RPC to dif ferent hosts but only allowed one concurr ent RPC per client handle, may be acceptable.

Explicitly Locked

Explicitly locked interfaces impose the r estriction that calls to such interfaces by a thr ead must be surr ounded by calls to associated interface r outines that perform some locking pr otocol. Explicitly locked interface will not behave correctly when called by mor e than one thr ead of contr ol otherwise.

Explicitly locked interfaces ar e usually appr opriate only in interfaces that ar e critical to performance. Each use should be car efully justified. Otherwise the interface should be made MT -safe, which is far easier to use.

Even when an explicitly locked interface is pr ovided, it is common practice to also pr ovide an MT -safe version of the interface with the explicitly locked interface car efully named to ensur e that the pr ogrammer understands that this interface must be used with a special pr otocol.

An example of an explicitly locked interface is putc_unlocked() which must be surr ounded by calls to flockfile() and funlockfile().

Object-unsafe

Object-unsafe interfaces impose the r estriction that concurr ent uses of this interface or set of interfaces must operate on distinct objects. Invocations that operate on the same object simultaneously will not function corr ectly. The caller must ensur e that only one thr ead at a time operates on an object by using

Rev. 0.9 3

MT-safe

An interface can be labelled MT -safe if it satisfies the following criteria:

1. The interface can be simultaneously invoked by mor e than one thr ead of contr ol and will function corr ectly accor ding to the semantics of the function.

2. The caller is not r equir ed to do any explicit synchr onization befor e calling the function to pr otect objects manipulated by the interface. However references to memory not under the contr ol of the interface or set of interfaces must be locked appr opriately by the caller . For the purposes of locking, the caller must assume that the r eferenced memory can be modified, unless modification is explicitly disallowed in the documentation.

3. The implementation of the interfaces must be data-race fr ee.

4. The implementation of the interface must contain enough concurr ency to be usefully used by mor e than one thr ead.

Discussion

The corr ect behavior of an interface when invoked by mor e than one thr ead need not be the behavior of some serial execution of the interface. In other wor ds, the behavior need not be serializable. For example, consider an interface that adds a series of items to a list. The interface can be consider ed MT-safe if it corr ectly adds the items one at a time instead of adding them all atomically . Therefore concurr ent executions of this interface may interleave the items in a way not r eproducible by a serial execution of the identical calls. On the other hand, if the behavior of the interface is serializable, then the interface is MT-safe (unless it fails under the fourth “performance” criterion)—serializability is a suf ficient but not necessary condition.

The second criterion allows interfaces such as memcpy() or strlen() to made MT-safe, even though some of the memory they manipulate is not dir ectly under interface contr ol. For example, two thr eads calling memcpy() on the same memory is a data-race.

The last criterion, that the interfaces must be usefully usable by mor e than one thread, is subjective. The purpose of this criterion is to label interfaces that will function corr ectly, but have such sever e concurr ency r estrictions that ther e are very few multithr eaded pr ograms that will be able to use them as MT -safe. An

2 Interfaces and Threads: A Taxonomy and Guidelines— 12/10/93 Rev. 0.9

Data-race

The possibility that mor e than one thr ead will simultaneously access (r ead or write) a location, with at least one thr ead modifying the location, is a data-race. The possibility that mor e than one thr ead r eads a location simultaneously is not a data-race. The functions that a pr ogram may use to pr event data-races ar e:

These functions ar e defined to ensur e that the or der of memory operations is preserved with r espect to the execution of the r outine^1. Using the blocking, thread cr eation, or thr ead destr uction characteristics of these functions, the programmer must ensur e that it is not possible for a thr ead to write to a particular location at the same time that another thr ead is either r eading or writing it^2.

The exception to this is locations that ar e accessed as primitive types and ar e guaranteed by the machine ar chitectur e and the compiler to be accessed atomically with r espect to multiple pr ocessors and signals. Such locations must be accessed using the same data type (that is marked “volatile” in C and C++) when it is possible for mor e than one thr ead to be accessing and modifying it. Any sequence of such access as seen by other pr ocessors, may be r eordered by the har dwar e. So this mode can only pr ovide access to one independent datum.

For Sun (SPARC, X86, PowerPC), system softwar e may assume that 32 bit, 16 bit and 8 bit primitive types guarantee atomicity . Softwar e that is intended for portability to mor e diverse envir onments should be evaluated on a case by case basis to see if it must be mor e restrictive.

1. This is usually done by executing the appr opriate special instr uctions and/or having the compiler r ecognize calls to these r outines and avoid optimizing memory operations so that the or der with r espect to calls to these r outines is changed.

2. The compilation system must also r ecognize that the or dering of access to global memory with r espect to these functions must not be changed by optimization.

cond_timedwait() mutex_trylock() rw_unlock() thr_create()
cond_wait() mutex_unlock() rw_wrlock() thr_join()
fork() rw_rdlock() sema_post() wait()
fork1() rw_tryrdlock() sema_trywait() waitid()
mutex_lock() rw_trywrlock() sema_wait() waitpid()

1

Interfaces and Threads: A Taxonomy and Guidelines

Revision 0.9

Introduction

This document pr esents a taxonomy of interface behavior with r espect to threads and some simple guidelines to defining multithr eaded interfaces and implementations. The intended consumers of this document ar e the Architectur e Review Committees and their clients. The goal of the taxonomy is to define labels for behavior that ar e to be used in interface documentation so that pr ogrammers can quickly determine an interface’s behavior when used in a multithr eaded pr ogram. The criteria for determining the labeling of an interface need not be absolute; the labels ar e for human pr ogrammers and ar e not necessarily strictly verifiable by machine. Ther efore aspects of the taxonomy may r equir e some “taste” to apply .

Definitions

Object

For the purposes of this discussion, the term “object” r efers to a data str uctur e whose contents is completely maintained by an interface or set of interfaces, whose contents is opaque to the users of the object and which is only passed in interfaces by indir ect reference (pointer , index, ID ...).